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Introduction

Members of the Association of London Environmental Health Managers (Alehm) decided that to enable Alehm better achieve its aims and objectives the charitable trading company London Environmental Health Practitioners (LEHP) should be formed to run parallel with Alehm.  London Environmental Health Practitioners was established as an incorporated company in 2007 and obtained charitable status in 2008.  LEHP is registered at Companies House, company number 6316667, and at the Charities Commission, charity number 1122440. The activities of the Charity are undertaken using the name Alehm.

All public and private organisations including charities are legally obliged to protect any personal information they hold. This document describes the policy Alehm and its specialist topic groups follow for processing personal data in the course of their activities.
The policy is based on the requirements of the EU General Data Protection Regulation, which came into force by 25th May 2018. The Privacy and Electronic Communication (EC Directive) Regulations 2003 remain in force and apply (but are also being updated) and guidance issued by the Information Commissioners Office is used to steer the policy. Further detailed guidance can be obtained from the Information Commissioners website www.ico.gov.uk or from the link provided: 

https://ico.org.uk/for-organisations/guide-to-data-protection/
Formal Notification with the ICO
Alehm was exempted from formal notification but changed its activity and registered with the ICO in March 2016: -
For membership activity:

· Data processing is undertaken for the purposes of establishing or maintaining membership or support for a body not established or conducted for profit and;
· data subjects are restricted to the processing of those for whom personal information is necessary for this purpose and 

· data classes are restricted to the personal information that is necessary for this exempt purpose and 
· data is not kept after the relationship between the data subject and Alehm ends, except where legally required to do so.
For other activity not specifically related to membership:

· Processing of data, by collection, storage and sharing of business data, including business names, addresses, email addresses and telephone numbers to support the London wide environmental health technical liaison groups, and includes data from local authority representatives of member authorities, as well as representatives of partner organisations who are members of the group.

· Processing of data, by collection, storage and sharing of business data, including business names, addresses and contact details, on behalf of local authority members to undertake grant funded activity and services, enforcement activity and public awareness activities;

· Processing of data, by collection, storage and sharing of intelligence and evidence as part of the coordination role in partnership with enforcement bodies and agencies while undertaking investigations on behalf of its local authority members;

· Storage of personal data of employees, contractors, trustees and students undertaking work and training activities on behalf of Alehm.

Further details about data protection can be found at-
For charities and not for profit organisations: 
https://ico.org.uk/for-organisations/charity/
General guidance:

https://ico.org.uk/for-organisations/guide-to-data-protection/
The 8 key principles of data protection 

GDPR establishes a framework of rights and duties which are designed to safeguard personal data. The Regulation is underpinned by a set of eight key principles: 

· Personal data shall be processed fairly and lawfully (sensitive data is subject to conditions) 

· Personal data shall be obtained only for one or more specified and lawful purposes and shall not be processed in any manner not compatible with that purpose.
· Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. 

· Personal data shall be accurate and where necessary kept up to date. 

· Personal data processed for any purpose shall not be kept longer than is necessary for that purpose. 

· The rights of individuals including access to personal data 

· Information security- appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction and damage. 

· Personal data shall not be transferred to a country/territory outside the European Economic Area unless there is assurance of adequate levels of protection of the rights of the individuals whose personal data is being transferred. 
How Alehm intends to comply with the key principles of data protection

1. Alehm is committed to ensuring that all personal data received from members is processed fairly and lawfully, as follows-
· Will keep the amount of personal data held to the minimum necessary to enable the organisation to function effectively;

· Alehm has legitimate reasons for collecting and using the personal data;

· Alehm will handle data reasonably and appropriately;

· Alehm will develop and extend its secure web based payment arrangements to reduce the amount of personal data that needs to be kept by Alehm and enable it to function effectively.
2. The personal data that is collected, processed and stored by Alehm includes:

· Details of every member through the membership renewal process, 

· Details of applicants and trainees recruited to the sponsored student scheme, to enable Alehm to communicate placement and project opportunities and make bursary payments.

· Details of partner organisations, members and other  participants of Alehm and London’s Environmental Health related technical groups and any other groups established under the Alehm umbrella, in order to achieve the  aims and objectives of the group, which are established and formally agreed by group members. 
· Details of businesses which are subject to Alehmn operational activity as part of delivery of a regional project or activity.

· Details of intelligence or evidence gathered from partner enforcement organisations as part of an ongoing collaborative enforcement project for the purposes of public protection and prevention of serious criminal activity.

· Details of contractors, trainees and other officers involved in the delivery of Alehm activities.

· Details of Alehm’s trustees and employees.
3. Generally data held is used to:
· Communicate with members on an individual basis or through the specialist groups on organisational and professional matters and advise them of Alehm events and activities;
· To recover subscriptions;
· To mange the Student Sponsorship scheme.

· To undertake Alehm’s duties as an employer and its statutory obligations as a registered charity.

· To hold data for the duration of projects or investigations and for a period of 6 years after the completion of the project, to enable the effective delivery of the project or investigation and to enable funders to access and audit project records.
· The data collected is relevant and sufficient to enable Alehm to operate.  Only personal data that is sufficient for the purpose of providing effective membership of Alehm and the effective operation of the organisation and specialist topic groups will be obtained and kept. The data collected for each class of membership is provided in the table in point 6 below.
4. Data Controller and Data Processor
The Data Controller is the Alehm Executive Board, although operational delivery of the controller function is through the Alehm coordinator, and decisions will be referred to the Board for discussion and approval. The role includes: 

· Ensuring policies and procedures remain compliant with data protection legislation.

· Ensuring Alehm is appropriately certified.
· Ensuring compliance with the appropriate ICO guidance

The Data Processors include technical group chairs, project leads and Alehm contractors, who are given defined tasks to undertake with Alehm’s data.

The controller must ensure that the policies and procedures used by its processors are clearly defined and communicated. 
· Processing of personal data by a processor should be always based on documented instructions from a controller. This will be in the form of an email outlining how the processor is to handle the data available to them. A copy of the email will be held in the relevant electronic folder.
· A processor should able to demonstrate their GDPR compliance in data processing to controllers and to supervisory bodies. For Alehm representatives working within LAs, this will be sufficient if they can provide certification of training received from their employer. Alehm will provide an aide memoir to cover main procedures and controls to be applied
· A processor should not engage with another processor without written approval from the controller.
· People who access personal data from processor’s side should commit to ensure the confidentiality.

· The processor should assist the controller to fulfil the requests from individuals.

· The processor should assist the controller to be in compliance with the GDPR regulations.

· The processor should cooperate with the supervisory bodies.

· Based on controller’s choice the processor should able to delete any stored personal data.
5. Contact lists
Alehm uses contact lists to distribute information to relevant contacts within its member’s organisation. Information held is the work email address and occasionally telephone number. The contact lists are held by technical group leads and Alehm officers and are specific for each area of technical expertise. Permission to circulate information to the contacts on these lists is a condition of membership of Alehm, as Alehm and its subsidiary groups cannot function effectively without the contact lists. However, individuals on the contact lists can unsubscribe to individual lists, by emailing the secretary or the technical group chair.

For information about how the groups function, see point 11 below.
6. Data held by Alehm
	

Personal data   
	

	Class of membership
	Data kept
	Management of data

	Alehm member
	Name

Office email address

Office postal address

Office telephone number

Office Mobile telephone number when provided
	Members opt in each year and confirm each contact within their boroughs  

	Alehm circulation list,
	Office email address


	Opt out clause at end of email

	Alehm Trustees

(As required by Companies House and the Charities Commission)


	Name

Date of birth

Nationality

Private address

Bank details


	Opt in on taking up role by completing trustee form

	Students Consortium Scheme.

(Sponsored Environmental Health Students who have successfully applied for places on the scheme)
	Name

email address

personal postal address

telephone number

bank details

Application form completed when applying for a place.


	Claim form contains bank information, deleted at completion of contract

	Contractors undertaking work on behalf of Alehm
	Name

email address

personal postal address

telephone number

bank details


	Invoices hold most of the information which are held for at least 6 years, for statutory purposes.

	Alehm technical groups and partnership organisations
	Name

Email address

Office address

Telephone number
	Condition of Membership

Opt out option

	Nominals and suspects
	Range of intelligence, including 

Names, 

Addresses,

Company directorships

Email address

Telephone numbers, 

Vehicle registration numbers
	Held for duration of investigation plus 6 years. Each investigation will have its own data sharing agreement.

	Business details
	Names

Addresses

Telephone numbers

Email addresses

Sent by standard email.
	Information held will be for the purpose of undertaking a statutory function and will be used solely for that function, updated annually with information from local authorities.

	Alehm employees
	Name

email address

personal postal address

telephone number

bank details

employment contracts

pension details,

references
	Data held to enable compliance with HMRC and other employment legislation. Data not used for any other purpose.

	Newsletter
	Email address
Name

Address

Telephone number

Organisation


	Personal opt in and opt out


7. Personal data will be kept accurately and current.  Data records will be amended or removed at-

· Any time upon request by a member, Trustee, contractor, student or other person who receives information from Alehm;

· The annual renewal of members subscriptions;

· The appointment of a Trustee;
· The recruitment of students to the Students Consortium Scheme (personal data of unsuccessful applicants is destroyed following the interview process).
8. Alehm understands that GDPR gives rights to individuals in respect of the personal data that organisations hold about them. All members therefore have a right of access to a copy of their personal data and to have inaccurate information corrected.
9. The Secretary/Coordinator has Norton computer security systems in place to prevent personal data being accidentally or deliberately compromised. Data held by the secretary is stored on Google Drive, is password protected and only the secretary has direct access to this data. Any personal data which is, for sound operational reasons, temporarily stored on a laptop or hard drive, will be password protected.
10. Any other officers, partners or contractors who are required to hold personal data on behalf of Alehm, as part of any ongoing activity or function, will follow the requirements outlined in point 6 above.
11. Contact Data Lists
Alehm holds contact lists containing operational data for various technical and investigative groups with which it works. The lists are used to make contact with relevant officers in each of our member authorities for the following activities and relate only to work related contact data;

· To share relevant information required for the effective operation of the group, to enable it to undertake its objectives. Information includes (but not exclusively) minutes, agendas, updates and developments, presentations, background information.
· To send marketing material on relevant training, meetings or courses.

· To request information in relation to the work of the group or one of its members

· To share investigative information in relation to on-going cross border legal investigations.

· To share information obtained as part of an ongoing project which is carried out on behalf of the group.

The groups contain work related personal data containing local authority contacts and similar data from contacts from other partner organisations who are agreed members of the group. The lists will be held by the group chair. Such groups, being functional, will be operated on an opt out basis. 
The terms of reference of all groups will include a clause or annexe which identifies the data sharing arrangements for the group and all current and moving forward any new members must agree to this.

Many of Alehm’s activities involve start and finish groups and for these activities, the data protection controls will be agreed at the start of the activity, included within terms of reference and approved by all members of the group.
12. Sharing of Data held by Alehm

Most data sharing will involve bulk mail sent to interested individuals using pre-agreed contact lists. Emails sent to individuals by use of contact lists will be restricted to members of groups who are part of the Alehm community (local authority officers and government or other partnership bodies and organisations with a legitimate reason for inclusion). Members included on Alehm circulation lists will be deemed to have given permission for internal circulation of the Personal contact details (names, email addresses and telephone numbers) of individuals from outside the Alehm community, may be circulated to members on request of the individual if considered appropriate and beneficial to members. Members’ contact details will not be circulated outside the Alehm community, without first requesting approval to do so. Approval will be deemed to be given if a request to individuals to circulate names, email addresses or telephone numbers more widely is not responded to within a specified time. This wider circulation of data will always be for legitimate operational reasons in line with Alehm’s overall aims and objectives and for the benefit of local authority members and never for marketing or sales purposes. A list of organisations included within the Alehm community is attached as annexe 1. 
Circulation of information to individuals outside the Alehm community will be sent using ‘blind copy’ function so details of members’ contact details are not shared.
Where the group is small and manageable and all members are happy to share their email contact data, direct emails can be used, but where there is any doubt, emails should be sent using blind copy.
Alehm may be involved in multi-borough and/or multi-partner operational activities that will require an element of data sharing. This may be to facilitate a cross-boundary, serious criminal investigation or to coordinate a wider project which fulfils Alehm’s aims and objectives on behalf of its membership boroughs. Alehm will undertake to comply with any organisation’s data sharing protocol, in order to facilitate the agreed activities. A data sharing agreement will be prepared and agreed by all organisations involved for each project or investigation coordinated by Alehm. A record of the agreement will be recorded in the minutes of the group. As a general rule, any sensitive information should be shared using either a secure email system or by using a password protected document, where the password is sent in a separate email or text.
A business log of all decisions made to share data will be held as an annexe (2) to this policy and all changes reported to the executive board for approval.
13. Alehm does not support the use of personal data collected from members for direct marketing by a third party and will not be using data for this purpose. 
14. Individuals should contact the secretary/coordinator if they wish to access any personal data held on them. The secretary will report any requests and actions to the executive board, who will monitor that Alehm meets its legal obligations.
Policy Review and revision date: May 2020, or sooner if there is a significant change in Alehm’s activities or a change to legislation.
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Reviewed and updated by Janine Avery (Secretary/coordinator)

Annexe 1

List of bodies and organisations included in the Alehm Community

· Food Standards Agency

· Health and Safety Executive

· Public Health England

· Chartered Institute of Environmental Health

· Employees of London local authorities involved in the management or delivery of environmental health related services

· Eurofins

· London Trading Standards

· National Trading Standards

· Government Departments involved in delivery of environmental health services, including Defra, DCLG, Department of Health

Annexe 2

Business Log of decisions to share data by Alehm or any of its operational groups

	date
	Data sharing requirement & group
	 Lawful basis for sharing
	Exec approval

	
	
	
	

	 
	
	
	

	
	
	
	


The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must apply whenever you process personal data:           

(a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)
Annexe 3: ICO advice 

The conditions for processing are set out in Schedules 2 and 3 to the Data Protection Act. Unless a relevant exemption applies, at least one of the following conditions must be met whenever you process personal data:

· The individual whom the personal data is about has consented to the processing.

· The processing is necessary:

· in relation to a contract which the individual has entered into; or

· because the individual has asked for something to be done so they can enter into a contract.

· The processing is necessary because of a legal obligation that applies to you (except an obligation imposed by a contract).

· The processing is necessary to protect the individual’s “vital interests”. This condition only applies in cases of life or death, such as where an individual’s medical history is disclosed to a hospital’s A&E department treating them after a serious road accident.

· The processing is necessary for administering justice, or for exercising statutory, governmental, or other public functions

· The processing is in accordance with the “legitimate interests” condition.

What conditions need to be met in respect of sensitive personal data?

At least one of the conditions listed above must be met whenever you process personal data. However, if the information is sensitive personal data, at least one of several other conditions must also be met before the processing can comply with the first data protection principle. These other conditions are as follows.
· The individual whom the sensitive personal data is about has given explicit consent to the processing.

· The processing is necessary so that you can comply with employment law.

· The processing is necessary to protect the vital interests of:

· the individual (in a case where the individual’s consent cannot be given or reasonably obtained), or

· another person (in a case where the individual’s consent has been unreasonably withheld).

· The processing is carried out by a not-for-profit organisation and does not involve disclosing personal data to a third party, unless the individual consents. Extra limitations apply to this condition.

· The individual has deliberately made the information public.

· The processing is necessary in relation to legal proceedings; for obtaining legal advice; or otherwise for establishing, exercising or defending legal rights.

· The processing is necessary for administering justice, or for exercising statutory or governmental functions.

· The processing is necessary for medical purposes, and is undertaken by a health professional or by someone who is subject to an equivalent duty of confidentiality.

· The processing is necessary for monitoring equality of opportunity, and is carried out with appropriate safeguards for the rights of individuals.

In addition to the above conditions – which are all set out in the Data Protection Act itself – regulations set out several other conditions for processing sensitive personal data. Their effect is to permit the processing of sensitive personal data for a range of other purposes – typically those that are substantially in the public interest, and which must necessarily be carried out without the explicit consent of the individual. Examples of such purposes include preventing or detecting crime and protecting the public against malpractice or maladministration.

